What is claimed is: 



An encrypting method of encrypting information to 
be recorded byNosing an encrpj^ion^key , comprising the steps of: 

ryption ] 



genera ti>na an encryption key based on inherent 



information inherent inN^^ecoirding me\iium; and 

encrypting said xnf orTn^tiol/ to be recorded on said 
recording medium based on said encryption key, wherein said 
inherent information inherent in saidxrecording medium is a 
specific information on a disk. 



\. An encrypting method according to claim 1, wherein 
said inherent\information inherent in said recording medium is a 
frequency of a predetermined portion of a wobbled pre groove or 
a wobbled land portion to be formed on said recording medium. 

3. An encryp^ng methfod According to claim 2, further 
comprising the step of : \ [ // 

generating a f ile\indicative of a predetermined 
portion of a wobbled pre groovte or a wobbled land portion to be 
formed on said recording medium,\wherein said file is data to be 
recorded on said recording medium together with a file of said 
encrypted information. \ 

4. An encrypting apparatus f or\ncrypting information 
to be recorded by using an encryption key, c^prising: 

a means for generating an encryption\key based on 
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ii^herent information inherent in a recording medium; and 
a means for encrypting said information to be 
recorded on said recording medium based on said encryption key, 
whereinNsaid inherent information inherent in said recording 
medium is >a specific information on a disk. 



O 



5, An encrypting apparatus according to claim 4, 
wherein said inh^ent information inherent in said recording 
medium is a frequehcy of a predetermined portion of a wobbled 
pre groove or a wobbled land portion to be formed on said 
recording medium. 



6. An encryptin^appWatus according to claim 1, 
further comprising: 

a means for generataNng a file indicative of a 
predetermined portion of a wobbl^ pre groove or a wobbled land 
portion to be formed on said recording medium, wherein said file 
is data to be recorded on said recording medium together with a 
file of said encrypted information, 



7, A recording method of recording on a recording 
medium information obtained by encrypting information to be 
recorded by using an encryption key, comprisin\ the steps of: 

receiving an encrypted information basted on an 
encryption key generated based on inherent information inherent 
in a recording medium; and 

recording said received encrypted inf ormatioK on a 
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recording medium, wherein said inherent information inherent 
said, recording medium is a specific information on a disk. 



in 



8. A recording method according to claim 7, wherein 
said inherent information inherent in said recording medium is a 
frequency ^f a predetermined portion of a wobbled pre groove or 
a wobbled l^d portion to be formed on said recording medium 



9- AVecording method according to claim 8, wherein a 
file indicative o5E a predetermined portion of said wobbled 
pregroove or wobbleid land port-'i^orT^o be formed on said recording 
medium is received ami said file 
medium together with aNfile 




recorded on said recording 



[id encrypted information. 



10. An encryptiAa method of encrypting information to 
be recorded by using an encryption key, comprising the steps of : 

generating an encryVion key based on inherent 
information inherent in a recording medium; and 

encrypting said information to be recorded on said 
recording medium based on said encrW^tion key, wherein said 
inherent information inherent in saidVecording medium is a 
random data inserted into a predetermined portion of said 
encrypted information to be recorded on s\id recording medium, 

11. An encrypting method accordingVto claim 10, 
further comprising the step of: 

generating a file indicative of a predetermined 
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portion of a random data inserted into a predetermined portion 
of sasid encrypted information to be recorded on said recording 
medium)^ wherein said file is data to be recorded on said 
recordin^f medium together with a file of said encrypted 
inf ormati"^ , 



Q 



12.\^n encrypting method according to claim 10, 
wherein said rahdom data is data to be recorded on said 
recording medium ^s a normal file according to ISO9660 standard. 



13. An encrypting m^ 
wherein said random data is d 
recording medium as an jjniter 




according to claim 10, 
be recorded on said 
file. 



14. An encrypting^^ method according to claim 10, 
wherein said random data is data to be recorded on said 
recording medium as a multi extent file. 

15. An encrypting methocS according to claim 10, 
wherein said random data is data toVe recorded on a pre gap 
area of a file according to ISO9660 styandard. 

16. An encrypting method accorJiing to claim 10, 
wherein said random data is data to be recorded on a system area 
of a file according to ISO9660 standard. 

17- An encrypting method according toXclaim 10, 
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wherein said random data is data to be recorded on an 
application area of a primary volume descriptor of a file 
according to ISO9660 standard. 



18. An encrypting method according to clajLm 10, 
wherein said random data is data to be recorded on a surface of 
said recording medium. 



19. Artyencrypting method according to claim 10, 

wherein said random data is random data selected from a 

\ 1 
predetermined portion of a random/lf ile generated by a 

predetermined pseudo random geneiTator. 

20. An encrypting method according to claim 19, 
wherein a file indicative of said predetermined portion of said 
random file formed of said random data and said random file are 
recorded on said recording medium together with a file of said 
encrypted information. 



21. An encrypting apparatus for encrypting 
information to be recorded by using ah, encryption key, 
comprising: 

a means for generating an encryption key based on 
inherent information inherent in a recording medium; and 

a means for encrypting said information to be 
recorded on said recording medium based on sai'd encryption key, 
wherein said inherent information inherent in said recording 
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medium is a random data inserted into a predetermined portion of 
said encrypted information to be recorded on said recording 
medium. 

22\ An encrypting apparatus according to claim 21^ 
further comprisdng: 

a means for generating a file indicative of a 
predetermined portYon of a random data inserted into a 
predetermined portio^of said encrypted information to be 
recorded on said recording medium, wherein said file is data to 
be recorded on said recording meddoim |:ogether with a file of 
said encrypted informatioi 



23. An encrypting method according to claim 21, 
wherein said random data is data to be recorded on said 
recording medium as a normal fire according to ISO9660 standard, 



24. A recording method of\ recording on a recording 
medium information obtained by encryp^ting information to be 
recorded by using an encryption key, comprising the steps of: 

receiving an encrypted informa,tion based on an 
encryption key generated based on inherent\^ information inherent 
in a recording medium; and 

recording said received encrypted information on said 
recording medium, wherein said inherent information inherent in 
said recording medium is a random data insertedXlnto a 
predetermined portion of said encrypted information to be 
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recorded on said recording medium, 

25. A recording method according to claim 24, wherein 
a file of ^aid encrypted information and a file indicative of a 
predetermine^^ portion of said random data inserted into a 
predetermined portion of said encrypted information to be 
recorded on saidv recording medium are recorded on said recording 
medium. 



26. A recording method according to clajLm 24, wherein 
said random data is random data selected from a predetermined 




predetermined pseudo 



portion of a random file g^enerated 
random generator. 



27. A recording metltod according to claim 26, wherein 
a file indicative of said predet^srmined portion of said random 
file formed of said random data arid said random file are 
recorded on said recording medium td^gether with a file of said 
encrypted information. 



28. A recording method according to claim 24, wherein 
said random data is data to be recorded ori^said recording medium 
as a file according to ISO9660 standard. 



29. A recording method of recordingNpn a recording 
medium information obtained by encrypting inforn^tion to be 
recorded by using an encryption key, comprising ttte steps of: 
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receiving an encrypted information based on an 
encryption key generated based on inherent information inherent 
in a recording medium; and 

recording said received encrypted information on said 
recording medibm, wherein said inherent information inherent in 
said recording medium is recorded on a surface of said recording 
medium. 



30. An enfcrypting method of encrypting information to 
be recorded by using ^n encryption key, comprising the steps of: 

generating a\ third Encryption key from a first 
encryption key generated\f roir/ infoAfmation inherent in a 

sr^p- 



>tion key independent of said 



recording medium and a seaond> 
first encryption key; and 

encrypting inform^ion to be recorded on said 
recording medium by using said\ third encryption key. 



31. An encrypting methcad according to claim 30, 
wherein said inherent information oSnherent in said recording 
medium is a frequency of a predetermined portion of a wobbled 
pregroove or a wobbled land portion t\ be formed on said 
recording medium. 



32. An encrypting method according to claim 30, 
wherein said inherent information inherent in said recording 
medium is random data inserted in to a predetermined portion of 
said encrypted information to be recorded on saSid recording 
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medium. 



33. An encrypting apparatus for encrypting 
informatxon to be recorded by using an encryption key, 
comprising^: 

aXmeans for generating a third encryption key from a 
first encryption key generated from information inherent in a 
recording medium and a second encryption key independent of said 
first encrypt ionXkey ; and 

a means\for encrypting information to be recorded on 
5 said recording medium^y using said third encryption key. 

34- An encrypting ap^ratus according to claim 33, 
wherein said inherent inform^jsr^l^ inherent in said recording 
medium is a frequency of a\ predetermined portion of a wobbled 
pregroove or a wobbled landXportion to be formed on said 
recording medium. 



35. An encrypting apparatus according to claim 33, 
wherein said inherent information inherent in said recording 
medium is random data inserted in to^ a predetermined portion of 
said encrypted information to be recorded on said recording 
medium. \ 

\ 

\ 

36. A recording method of recording on a recording 
medium information obtained by encrypting information to be 
recorded by using an encryption key, comprising the steps of: 
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receiving an encrypted information based on an 
encryptionVkey generated based on a third encryption key 
generated from a first encryption key generated from information 
inherent in a\ recording medium and a second encryption key 
independent ofXsaid first encryption key; and 

recording said received encrypted information on a 
recording medium. 



37. A decrypting method of decrypting an encrypted 
information recorded ton a recording medium, comprising the steps 
of: 

reproducing a\firsit filJe storing information 
encrypted by using an enci^yp-t\p.on/|<ey/ generated based on a random 
data to be inserted into a Predetermined portion of said 
encrypted information to be Vecorded on a recording medium and a 
second file storing data indi)sative of a predetermined portion 
of said random data to be inserted into a predetermined portion 
of said encrypted information, fVom said recording mediums- 
detecting said random data from said encrypted 
information stored in said reproduced first file based on said 
data stored in said reproduced second file and indicating said 
predetermined portion of said random cJata; 

generating a decryption key i^om said detected random 

data; and 

decrypting said encrypted inforVation of said 
reproduced first file by using said decryption key. 
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^ 38. A decrypting method of decrypting an encrypted 
informatidn recorded on a recording medium, comprising the steps 
of: \ 

reproducing from a recording medium a first file 
storing inforn^ation encrypted by using an encryption key 
generated basedXon a wobbling frequency of a predetermined 
portion of said information to be recorded on a recording medium 
and a second file scoring data indicative of a predetermined 
portion of said encrypted information to be recorded on said 
recording medium; \^ 

detecting said wobblinfr frequency of a predetermined 
portion of said informatdon /stored in said reproduced first file 
based on said data stored\iia sa^^^ejiroduced second file and 
indicating said predetermined portion of said encrypted 
information; \ 

generating a decryption key from said detected 
wobbling frequency; and \ 

decrypting said encrypted information of said 
reproduced first file by using said decryption key. 



39. A decrypting method of decrypting an encrypted 
information recorded on a recording medium, comprising the steps 
of: \ 

reproducing from a recording medium a first file 
storing information encrypted by using anVencryption key 
generated based on a frequency of a predetermined portion of a 
wobbled pregroove or a wobbled land portion\o be formed on a 
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recording medium and a second file storing data indicative of a 
predetermined portion of said wobbled pregroove or wobbled land 
portion M:o be formed on said recording medium; 

detecting said wobbling frequency of a predetermined 
portion of^aid pregroove or land portion formed on sid 
recording m^ium based on said data stored in said reproduced 
second file ahd indicating said predetermined portion of said 
wobbled pregrodve or said wobbled land portion; 

generajting a decryption key from said detected 
wobbling frequency^; and 



decrypt ina said 



reproduced first fileXby us 




ited information stored in said 
aid decryption key. 

w 



40. A decryptijig method of decrypting an encrypted 
information recorded on a N^ecording medium, comprising the steps 
of: 

reproducing a fileVstoring information encrypted by 
using an encryption key generated based on a random data 
selected from a predetermined pdrtion of a random file formed of 
said random data generated by a pfsedetermined pseudo random data 
generator, a file storing data indicative of a predetermined 
portion of said random file formed of\ said random data, and said 
random file; 

generating a decryption key ^om said random data of 
said predetermined portion obtained from Wid random file based 
on said file storing data indicative of a Redetermined portion 
of said reproduced random file; and 
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decrypting said reproduced encrypted information by 
using sa\d decryption key. 

A decrypting method of decrypting an encrypted 
information i?ecorded on a recording medium, comprising the steps 
of: 

generating a first decryption key from inherent 
information inherent in a recording medium where there is 
recorded information encrypted by a third encryption key 
generated based on aXfirst encryption key generated from said 
inherent information i^nherent x^sam recording medium and a 
second encryption key iVdependpnt of said first encryption key; 

generating a -bhird ckecryption key based on a second 
decryption key recorded oi\ a predetermined key medium and 
corresponding to said seconc^ encryption key and said first 
decryption key; and 

decrypting said information encrypted by using said 
third encryption key and reprodiiced from said recording medium, 
by using said third decryption ke^ 

42- A decrypting method aocording to claim 41, 
wherein said key medium is a card where said second decryption 
key is recorded magnetically or optical! 

43- A decrypting method accordirfg to claim 41 
wherein said key medium comprises a memory storing said second 
decryption key. 
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^44. A decrypting apparatus for decrypting an 
encrypted in^formation recorded on a recording medium, 
comprising: \ 

a meaiis for reproducing from said recording medium a 
first file storing information encrypted by using an encryption 
key generated based on a random data to be inserted into a 
predetermined portion of said encrypted information to be 
recorded on a recording medium and a second file storing data 
indicative of a predetermined portion of said random data to be 
inserted into a predetermined /po?bdon of said encrypted 
information; / 

a means for detect ing/sa;Ld random data from said 
encrypted information stored in said reproduced first file based 
on said data stored in said reproduced second file and 
indicating said predetermined portion of said random data; 

a means for generating a decryption key from said 
detected random data; and 

a means for decrypting said encrypted information of 
said reproduced first file by using said decryption key, 

45. A decrypting apparatus for decrypting an 
encrypted information recorded on a recording medium, 
comprising: 

a means for reproducing from a recording medium a 
first file storing information encrypted by using an encrypti 
key generated based on a wobbling frequency of a predetermined 



ion 
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porti^ of said information to be recorded on a recording medium 
and a sWond file storing data indicative of a predetermined 
portion of said encrypted information to be recorded on said 
recording medium; 

aVeans for detecting said wobbling frequency of a 
predetermined 5)ortion of said information stored in said 
reproduced firsAfile based on said data stored in said 
reproduced second Nfile and indicating said predetermined portion 
of said encrypted information; 

a means f ory generatinfg a decryption key from said 
detected wobbling frequency; and / 

a means for deVryptling s4id encrypted information of 
said reproduced first fileNby using Varid decryption key. 

46. A decrypting apparatus for decrypting an 
encrypted information recorded on a recording medium, 
compr is ing : \ 

a means for reproducing from a recording medium a 
first file storing information encrypted by using an encryption 
key generated based on a frequency of k predetermined portion of 
a wobbled pregroove or a^ wobbled land portion to be formed on a 
recording medium and a second file storing^ data indicative of a 
predetermined portion of said wobbled pregroove or wobbled land 
portion to be formed on said recording mediunu 

a means for detecting a wobbling frequency of a 
predetermined portion of said pregroove or land piortion formed 
on said recording medium based on said data storedNin said 
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reproduced second file and indicating said predetermined portion 
of said wobbled pregroove or said wobbled land portion; 

\ a means for generating a decryption key from said 
detected wobbling frequency; and 

a^means for decrypting said encrypted information 
stored in sai^ reproduced first file by using said decryption 
key. 



47, A dec^rypting apparatus for decrypting an 
encrypted information recorded on a recording medium, 
compris ing : \^ /^^^ 

a means for reproducingi a file storing information 

\ f / 

encrypted by using an encir^ptio^ generated based on a random 
data selected from a predetWmined portion of a random file 
formed of said random data generated by a predetermined pseudo 
random data generator and recoMed on a predetermined recording 
medium, a file storing data indicative of a predetermined 
portion of said random file formed^of said random data, and said 
random file; 

a means for generating a d^ryption key from said 
random data of said predetermined portibn obtained from said 
random file based on said file storing d^a indicative of a 
predetermined portion of said reproduced random file; and 

a means for decrypting said reproqiiced encrypted 
information by using said decryption key. 



48. A decrypting apparatus for decrypt Jmg an 



encrypted information recorded on a recording medium. 



comprising: 

\ 

\ 

\ a means for generating a first decryption key from 
inherent Vinformation inherent in a recording medium where there 
is recorded^information encrypted by a third encryption key 
generated based on a first encryption key generated from said 
inherent information inherent in said recording medium and a 
second encryption key independent of said first encryption key; 

a means^for generating a third decryption key based 

on a second decryption key recorded on a predetermined key 

\ 

medium and corresponding to said second encryption key and said 
first decryption key; and 

a means for decryptinq/ said information encrypted by 
using said third encryptipn key/ani^^eproduced from said 
recording medium, by using'\said third decryption key. 

49. A decrypting apparatus according to claim 48, 
wherein said key medium is a card where said second decryption 
key is recorded magnetically or dptically. 

50. A decrypting apparatus according to claim 48, 
wherein said key medium comprises a memory storing said second 
decryption key. 

\ 

51. A recording medium capable of being used in 
decryption by a decrypting apparatus, comprising: 

a recorded signal capable of being decrypted by a 
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decrytoting apparatus, wherein said recorded signal comprises a 
first rile storing information encrypted by using an encryption 
key geneli;ated based on random data to be inserted into a 
predetermijaed portion of an encrypted information. 



52 A A recording medium according to claim 51, wherein 
said recorded sianal further comprises a second file storing 
data indicative oj& a predetermined portion of said random data 
to be inserted intoXa predetermined portion of said encrypted 
information. 

53. A recordiixq medium enable of being used in 
decryption by a decrypting\apgaratu^ , comprising: 

a recorded signalX cabbie of being decrypted by a 
decrypting apparatus, whereinXsaid recorded signal comprises a 
first file storing information ^encrypted by using an encryption 
key generated based on a wobbling^ frequency of a predetermined 
portion of a recording medium. 



54, A recording medium according to claim 53, wherein 
said recorded signal further comprises\a second file storing 
data indicative of a predetermined portibn of said encrypted 
information to be recorded on said recordjVig medium. 



55. A recording medium capable of being used in 
decryption by a decrypting apparatus, comprising: 

a recorded signal capable of being decVypted by a 
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decrypting apparatus, wherein said recorded signal comprises a 
first file storing information encrypted by using an encryption 
key generVted based on a frequency of a predetermined portion of 
a wobbled ^egroove or a wobbled land portion to be formed on a 
recording medium - 

56. A recording medium according to cladLm 55, wherein 
said recorded signal further comprises a second file storing 
data indicative of\a predetermined portion of a wobbled 
pregroove or a wobbPed land portion to be formed on a recording 
medium. \ 

57. A recordiiW mec^um ckpable of being used in 
decryption by a decrypt ing\^^ apAara^tlas , comprising: 

a recorded signal\^ capable of being decrypted by a 
decrypting apparatus, whereiiXsaid recorded signal comprises a 
file storing information encryVted by using an encryption key 
generated based on a random datA selected from a predetermined 
portion of a random file formed oV said random data generated by 
a predetermined pseudo random gener\ator. 

58. A recording medium according to claim 57, wherein 
said recorded signal further comprises V second file storing 
data indicative of a predetermined portiVi of a random file 
formed of said random data. \ 

59. A recording medium capable of ^being used in 
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decryption\by a decrypting apparatus, comprising: 

a recorded signal capable of being decrypted by a 
decrypting apparac^s, whe/ein^said recorded signal comprises 
information encrypted b 

based on a first encryp^Wi^by generated from inherent 
information inherent in a recording medium and a second 
encryption key independent of ^^d first encryption key. 
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